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Information/Data Brokers

Breaches: N/A (top in impacted records)

Information and data brokers have become major players in the cybersecurity breach landscape. This sector experiences large-scale data
leaks, often involving billions of records. Data brokers collect vast amounts of personal and behavioral data, which makes them an attractive
target for cybercriminals looking to sell or exploit this information. High-profile breaches, such as the National Public Data breach, which
exposed 2.9 billion records, have highlighted the immense risks posed by this industry. The breach of such large datasets can result in
widespread identity theft and fraud.

Telecommunications

Breaches: N/A

Telecommunications companies are often targeted for espionage, with attackers looking to access vast amounts of user data or to disrupt
communication infrastructure. As these companies manage large quantities of sensitive personal and business information, they are also
at high risk of data exposure through hacks and system intrusions. Attackers exploit vulnerabilities in both infrastructure and software to
gain unauthorized access, which can have significant ramifications not just for individuals, but for national security in some cases.

As we approach the end of 2025, the cybersecurity landscape remains a high-risk environment for many industries.
Financial services, healthcare, and professional services are the top targets for cybercriminals due to the high value of the
data they manage. However, other sectors, including retail, manufacturing, and education, are also experiencing significant
breaches, underscoring the need for robust cybersecurity defenses across all industries. As cyber threats become more
sophisticated, organizations in these sectors must continue to invest in advanced security measures to protect themselves
and their customers from the growing risk of data breaches.
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