





Development of the Cyber Al Profile

03 NIST has engaged a wide range of stakeholders from government, industry, and academia to shape the Cyber Al Profile. This
collaborative process has been essential for understanding the cybersecurity challenges faced by organizations adopting Al.
Through various workshops and public sessions, NIST has gathered input on the current state of Al-related cybersecurity, identified
critical gaps, and discussed how Al can be better integrated into organizations' risk management strategies. This engagement has
provided valuable perspectives that are being used to refine the profile.
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Public Workshops and Working Sessions

04 In 2025, NIST conducted several public workshops and working sessions to collect feedback from the Al and cybersecurity
communities. These sessions focused on identifying the specific cybersecurity needs that arise when integrating Al into
organizational ecosystems. Discussions also explored how Al can be harnessed to improve security operations, and how
organizations can prepare for the new threat landscape shaped by adversarial Al. The materials from these events continue to
inform the development of the Cyber Al Profile, ensuring that it addresses the most pressing challenges faced by organizations.
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Ongoing Literature Review and Stakeholder Input

(0) An ongoing literature review, combined with continuous input from the Al and cybersecurity communities, has been a critical aspect
of the Cyber Al Profile’s development. As Al technology evolves rapidly, so too must the strategies for securing Al systems and
defending against Al-driven threats. By incorporating the latest research and expert feedback, NIST ensures that the profile
remains up-to-date and effective in addressing new cybersecurity risks as they emerge.
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Al and Cybersecurity Considerations

(0) The profile provides a deep dive into the various considerations organizations must take into account when securing Al systems and
leveraging Al for cybersecurity defense. It highlights the challenges organizations face in securing Al systems, particularly when
these systems are integrated into larger networks or used to support defensive measures. The document also emphasizes the need
for resilience in Al-powered cybersecurity systems, focusing on how organizations can build defenses against adversarial Al
attacks and mitigate risks arising from vulnerabilities in Al models or training data.
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Tailoring Cyber Al Profile to Organizational Needs

07 One of the key strengths of the Cyber Al Profile is its adaptability. Organizations are encouraged to tailor the guidelines and
recommendations to their specific needs, resources, and maturity levels. This flexibility allows organizations to prioritize the most
relevant cybersecurity outcomes related to Al adoption and address them in a manner suited to their unique operational contexts.

Practical Guidance for Implementing Al in Cybersecurity

08 The Cyber Al Profile offers actionable guidance for organizations looking to integrate Al into their cybersecurity programs. It
provides clear steps for assessing Al-related risks, prioritizing key cybersecurity efforts, and managing the complexities of Al
adoption. Additionally, the profile helps organizations communicate their cybersecurity expectations with external stakeholders,
ensuring that Al systems are securely implemented and maintained throughout their lifecycle.
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