












This guide serves as an essential resource for organizations looking to navigate the complexities of AI adoption in 
cybersecurity, offering practical insights that enable the creation of more resilient and secure AI systems. With clear 
recommendations for AI governance, data protection, and incident response, the profile provides actionable steps that can 
be customized to an organization’s unique needs.

For those seeking the latest version of the Cyber AI Profile, and to stay updated on its development, it is recommended to 
refer to NIST resources, such as NIST IR 8596.iprd, where the most current guidelines, feedback from stakeholders, and 
iterative updates are made available. This ongoing work ensures the Cyber AI Profile evolves in response to emerging AI 
threats and the evolving cybersecurity landscape.
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Mitigate AI-related risks
The integration of AI presents new risks, such as model drift, adversarial machine learning, and vulnerability in AI models. The 
Cyber AI Profile offers detailed guidance on how to address these risks using CSF 2.0’s core functions like Identify, Protect, Detect, 
and Respond.


